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Preparer Note (PN):
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PN: Exhibit G Cyber Security is intended to prescribe basic cyber security requirements applicable to a particular Scope of Work (SOW). The Requester shall work with the STR/AdSTR to submit this Exhibit G to Cyber Security for review and approval. The Purchase Requisition(PR) number and date shall be filled in the footer of Exhibit G. Each time that Exhibit G is revised, a new date shall be inserted in the footer for document control purposes.
Prior to submission of a tailored Exhibit G Cyber Security to the Acquisition Services Management Division (i.e., Procurement), all required reviews and approvals shall be obtained and shown on the “REQUIRED REVIEWS AND APPROVALS” sheet to be submitted to procurement along with the tailored Exhibit G. However, the “REQUIRED REVIEWS AND APPROVALS” sheet is an internal document only and should not be sent to a proposed Offeror or Subcontractor. 
To request Cyber review and approval of this Exhibit, e-mail the SOW, ISM Questionnaire and this Exhibit to “exhibit-g-cyber@lanl.gov”. 
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G1.0
Definitions and Acronyms (May 2015) PN:  Include this section in all subcontracts.
Definitions and acronyms may be accessed electronically at http://www.lanl.gov/resources/_assets/docs/Exhibit-G/exhibit-g-definitions-acronyms-green.pdf
G2.0
Security Requirements (July 2015) PN: Include this section and all its subsections in all subcontracts [LANS Appendix G May 14 2015].
All LANL data created or provided under this subcontract is and shall remain the property of CONTRACTOR or the United States Government; and shall in no way become attached to the services under this subcontract; nor shall SUBCONTRACTOR have any right to the data. 

SUBCONTRACTOR has an affirmative duty to immediately notify the Contract Administrator in writing if performance of the SOW contradicts any statements below. In addition, if there is contradiction during the performance of the SOW, CONTRACTOR reserves the right to impose additional security requirements on SUBCONTRACTOR as deemed necessary and appropriate.  

2.1
Scope of this Exhibit G
This Exhibit G only pertains to the storage and processing of LANL data on information systems and networks. This Exhibit G defines the requirements for information security only, and does not address security requirements pertaining to personnel or physical security. For any Statements of Work that includes any personnel or physical security topics (such as but limited to obtaining security clearances, badges, physical access to the LANL site, storage of LANL paper documents, etc.) an additional Physical Security Exhibit G will be needed (http://int.lanl.gov/security/ExG.shtml). Please refer to the assigned Deployed Security Officer (DSO: http://int.lanl.gov/security/deployed.shtml) for assistance.
SUBCONTRACTOR shall comply with all requirements specified in this exhibit. Regardless of the performer of the work (e.g. sub-tier or third party contractor) SUBCONTRACTOR shall ensure compliance with the provisions of this exhibit. All measures taken by CONTRACTOR to correct Subcontract Workers’ non-compliance shall be at SUBCONTRACTOR’S expense, and the cost thereof, including any stipulated penalties resulting from such non-compliance, shall be deducted from payments otherwise due SUBCONTRACTOR. Additionally, when requested by CONTRACTOR, SUBCONTRACTOR shall provide such information, assistance and support as necessary to facilitate CONTRACTOR’S compliance with any DOE Directives that may be applicable to the scope of work. 
2.2
DEAR Clauses Incorporated By Reference 
2.2.1
The Department of Energy Acquisition Regulation (DEAR) clauses which are incorporated by reference herein shall have the same force and effect as if printed in full text. 

2.2.2
Full text of the referenced clauses may be accessed electronically at http://farsite.hill.af.mil/VFDOE1.htm
2.2.3
The following alterations apply only to FAR and DEAR clauses and do not apply to DOE or NNSA Directives. Wherever necessary to make the context of the unmodified DEAR clauses applicable to this subcontract:

· The term "Contractor" shall mean "SUBCONTRACTOR;" 

· The term "Contract" shall mean this subcontract; and 

· The term “DOE”, "Government," "Contracting Officer" and equivalent phrases shall mean CONTRACTOR and/or CONTRACTOR’S representative, except the terms "Government" and "Contracting Officer" do not change when a right, act, authorization or obligation can be granted or performed only by the Government or the prime contract Contracting Officer or his duly authorized representative; or where specifically modified herein.

2.2.4
The following clauses apply as stated in the Instructions. 
	Clause Number
	Title and Date
	Instructions

	DEAR 952.204-77
	Computer Security (Aug 2006)
	 Applies when Subcontractor has access to computers owned, leased or operated on behalf of the DOE.

	FAR 52.204-9
	Personal Identity Verification of Contractor Personnel   (Jan 2011)
	Applies when Subcontractor has routine physical access to a Federally-controlled facility and/or routine access to a Federally-controlled information system. 


2.3
DOE Directives Incorporated by Reference PN: Include subsection in all subcontracts.
When requested by CONTRACTOR, SUBCONTRACTOR shall provide such information, assistance and support as necessary to ensure CONTRACTOR’S compliance with the following DOE/NNSA Directives, as applicable to the scope of work. SUBCONTRACTOR shall comply with the requirements of the Contractor Requirement Document (CRD) attached to a Directive when required by such CRD. The Directives are prefaced with certain conditions for applicability to the subcontract. A referenced Directive does not become effective or operative under this subcontract unless and until the conditions precedent are met through the scope of work. The DOE Directives referenced herein may be found at http://www.directives.doe.gov/  Applicable NNSA Administrative Procedure (NAP) documents may be provided to SUBCONTRACTOR by the Contract Administrator / Procurement Specialist (CA/PS) upon request.
	Clause Number
	Title
	Instructions

	
	
	

	NAP 14.1C, Chpt. VII
	NNSA Baseline Cyber Security Program, Chapter VII Incident Management
	Applies if contract work involves information systems used on behalf of DOE/NNSA to collect, process,  store, display, create, disseminate or transmit national security or unclassified DOE / government information.  

	NAP 14.1D
	Baseline Cyber Security
	Applies if contract involves National Security Systems that collect, process, store, display, create, disseminate, or transmit information.

	 DOE O 205.1B Chg 3
	Department of Energy Cyber Security Program
	 Applies if contract includes access to DOE unclassified or classified information and information systems used or operated by CONTRACTOR.

	DOE O 206.1 

Attach. 1 CRD
	Department of Energy Privacy Program
	Applies if contract includes activities that may include collecting, processing, storing, maintaining or accessing LANL PII information or data. 


2.4
Goal of Zero Security Incidents. 
SUBCONTRACTOR and any lower-tier subcontractors shall strive to eliminate all security events, incidents, and adverse impacts to national security.
2.5
Cyber Information Security Definition of On-site / Off-site 
On-site: work performed or located at the LANL Work Site

Off-site: work performed away from the LANL Work Site  

G3.0
General Security (July 2015) 
3.1 
Work site, Security Area, Badge and Data Information   
	WORK SITE / TA: 

	
	DOE owned/leased (LANL) or LANS’ owned/leased facility or property

	
	Subcontractor owned/leased and DOE Owned / Leased (LANL) facility or property

	
	Subcontractor owned/leased only


	TYPE / CATEGORY

	
	Subcontract

	
	Subcontract Master Task Order

	
	Subcontract Release

	
	Purchase Order (will not become a Subcontract)


	ON-SITE WORK AREA DESIGNATION (If applicable)

	
	General Access Area / Publically Accessible 

	
	Property Protection Area (PPA)

	
	Limited  Area (LA)

	
	Protection Area (PA)

	
	Material Access Area (MAA)

	
	SCIF, SAPF, certified Vault or Vault Type Room


	BADGE TYPE / CLEARANCE LEVEL (If Applicable)

	
	LANL Generic Uncleared US Visitor badge

	
	LANL Generic Uncleared US  Visitor Escort Required badge

	
	LANL Uncleared Site-specific badge

	
	LANL Uncleared Foreign National badge

	
	LANL Cleared Foreign National badge

	
	Uncleared DOE badge

	
	L-Cleared DOE badge

	
	Q-Cleared DOE badge

	
	HRP


	DATA CLASSIFICATION (Check all that apply)

	
	Unclassified / Public Release / Designated Unclassified Subject Area (DUSA/Technology and Software Publicly Available (TSPA) 

	
	Unclassified

	
	LANS Proprietary Information (LPI)

	
	Personally Identifiable Information (PII)

	
	Unclassified Controlled Nuclear Information (UCNI)

	
	Export Controlled Information (ECI)

	
	Applied Technology (AT)

	
	Naval Nuclear Propulsion Information (NNPI)

	
	Reactor Safeguards Information (RSI)

	
	Other Official Use Only not listed above (OUO)

	
	Classified


	SUBCONTRACTOR CYBER SECURITY PLAN (Determined by LANL ISSM or Delegate)

	
	Required 

	
	Not Required 


3.2
Cyber Information Security Training for Work Performed On-site   
3.2.1
Subcontract workers who will have access to a LANL computer, network or system shall complete the Initial Computer Security Briefing as soon as access is granted to LANL information system resources. All Subcontract workers who are on-site shall also complete Annual Security Refresher training. New users may have access to training systems in the Badge Office in the Otowi Building or at the White Rock Training Center. Most computer training is on-line and open to the public https://extrain.lanl.gov/
3.2.2
All Subcontract workers required to take the Initial Information Security Briefing will also be required to complete the Annual Information Security Refresher each year (47075) Annual Information Security Refresher (AISR) All other required Cyber Information Security training identified in the table below shall be completed prior to computer access and prior to performing the assigned function that the training prepares the Subcontract Worker  to perform. 
	Required Course
	Course Title - Required For
	Frequency
	Estimated Time to Complete Training

	Cyber Information Security – Only for on-site access or access to LANL information systems
	
	

	
	Initial Information Security Briefing  -  All Computer Users /  web
	Once
	1 hr.

	
	Annual Information Security Refresher – all Computer users / web
	12 months
	30 min. 

	
	Classified Computer Security - Classified Computer Users /web
	Once
	4 hrs. 


3.3
Reporting Security Incidents
3.3.1
This section contains requirements for identifying and reporting confirmed or reasonably suspected incidents of security concern. Such incidents may involve issues associated with Personally Identifiable Information (PII), classified matter, computer systems, nuclear materials, secure communications, personnel security, and physical security occurring on LANL property, Laboratory-leased property or SUBCONTRACTOR-owned property. Subcontract workers shall comply with the following requirements
3.3.2
Immediately upon discovery of a confirmed or reasonably compromise of PII, potential threats and vulnerabilities involving LANL data utilized by the SUBCONTRACTOR, and any incident involving the loss compromise or unauthorized disclosure of classified matter shall be reported immediately upon discovery to the SIT (505-665-3505) during regular business hours and outside normal business hours contact the ADMASER duty officer through the Protective Force at 505-665-7708
G4.0
Foreign National Access to LANL Information / Data (July 2015) 
CONTRACTOR reserves the right to limit or disallow Foreign Nationals access to data deemed sensitive based upon classification and export control guidelines. 
Approval for a foreign national to work off-site on a LANL project is not required if all of the following conditions are met: 1) all work is conducted entirely off-site; 2) work involves ONLY information that is open, non-sensitive and routinely published in the public domain.  
If any of the above criteria are not met, approval for a foreign national to work on a LANL project off-site must be obtained from the LANL Foreign Visits and Assignments office PRIOR to commencing work on the Subcontract. The individual who is hosting a foreign national shall be a CONTRACTOR employee and a US citizen.

Contact information for Foreign Visits& Assignments (FV&A) for on-site access foreignvisits@lanl.gov
G5.0
Information Security (May 2015) 
5.1
Controlled Unclassified Information (CUI) & LANS Proprietary Information (LPI) 
CUI and LPI information is unclassified with the potential to damage government, commercial or private interests if disseminated to persons who do not have a need-to-know the information to perform their jobs or other DOE-authorized activities. SUBCONTRACTOR shall protect such information from unauthorized dissemination and shall follow all requirements for CUI and LPI documents specified below. 

5.1.1
Access 

No security clearance is required for access to CUI or LPI. 

If CUI information is Export Control Information (ECI) access is restricted to US persons, defined as citizens and Lawful Permanent Residents. 

If CUI information is Applied Technology (AT) it is subject to access restrictions established by the DOE Program Office. The associated LANL program manager can determine access authorizations for Laboratory workers. 

5.1.2
Storing

CUI and LPI information shall be stored in a locked room or locked receptacle (e.g. desk, file cabinet, safe). CUI and LPI information stored on a computer shall have passwords, authentication, encryption or file access controls in place for protection. 

5.1.3
Transmitting

E-mail messages that contain CUI or LPI information should indicate CUI or LPI in the first line, before the body of the text. CUI or LPI disseminated over networks outside of LANL should be encrypted with NIST-validated encryption software. LANL will evaluate encryption products and approve.
In the case of hard copies being sent outside of LANL, CUI or LPI shall be placed in a sealed, opaque envelope marked with the recipient’s name, a return address and the words “To Be Opened by Addressee Only”. For interoffice mail within LANL, CUI or LPI shall be placed in a sealed, opaque envelope with the recipient’s address and the words “To be Opened by Addressee Only” on the front of the envelope. 

5.1.4
Destroying

Vendors are not required to destroy electronic media that contains CUI or LPI. However, disks should be overwritten using approved software before they are thrown away. Hard copy CUI or LPI documentation shall be destroyed by using a cross-cut shredder into nothing larger than ¼-inch x 2-inches.    

5.2
Unclassified Controlled Nuclear Information (UCNI)   
UCNI is certain unclassified but sensitive government information whereby unauthorized dissemination is prohibited. UCNI is intended to be viewed only by those individuals with a need-to-know the specific UCNI to perform their official duties or LANS-authorized activities. SUBCONTRACTOR shall protect such information from unauthorized dissemination and shall follow all requirements for UCNI documents specified below.
5.2.1
Access 

No security clearance is required for access to UCNI; however, access is permitted only to those authorized for routine or special access and those who have a need-to-know. UCNI stored on a computer shall be restricted (passwords, authentication, file access control or encryption and offline storage) to only those who have a need-to-know. 
5.2.2
Storing

When using UCNI, physical control shall be maintained over the material to prevent unauthorized access to the information. When not in use, UCNI matter shall be stored in a locked room or receptacle (e.g. desk, file cabinet, bookcase or safe). The locked receptacle shall have controls that limit access to only approved workers. UCNI stored on a computer shall meet all LANL password, authentication, or encryption and file access control requirements.
5.2.3
Transmitting
Ensure that UCNI is marked correctly prior to transmitting it over any media. Only a qualified Reviewing Official can identify and mark UCNI. Contact the Classification Group through the RLM or STR/AdSTR for assistance. 

When transmitting over telecommunication circuits (including telephone, fax, radio, e-mail or Internet) encryption methods that comply with FIPS 140-2-validated encryption algorithms or NIST validated encryption software must be used for the protection of UCNI. See http://csrc.nist.gov/publications/fips/fips140-2/fips1402.pdf and http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/140val-all.htm for encryption specifics.
Transmission over open phone lines is prohibited. A Secure Terminal Equipment (STE) line is required. 
UCNI documents shall be transmitted using a fax machine that employs encryption. When transmitted via fax or e-mail outside LANL, UCNI shall be encrypted with NIST-validated encryption software. E-mails with UCNI attachments are considered transmittal documents and shall be marked and encrypted as such. 

When mailing outside of LANL, an opaque envelope shall be used and the outer packaging shall not indicate that the content within is UCNI. For interoffice mail, an interoffice envelope shall be used and mailed through standard interoffice mail, but do not indicate that the content is UCNI. When using e-mail, UCNI shall be encrypted with FIPS 140-2-validated encryption algorithms or NIST validated encryption software such as Entrust®. See http://csrc.nist.gov/publications/fips/fips140-2/fips1402.pdf and http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/140val-all.htm for encryption specifics.

5.2.4
Destroying
Users are not required to destroy electronic media that contain UCNI. Disks should be overwritten using approved software (http://mireth.com/shredit/) before they are discarded. Hard copy UCNI documents are to be destroyed by shredding in an approved shredder. SUBCONTRACTOR shall coordinate with the Classified Matter Protection and Control Team through the RLM or STR/AdSTR to properly destroy UCNI information. 
5.2.5
Consequence of Noncompliance
SUBCONTRACTOR’S failure to comply with the requirements pertaining to UCNI may result in the imposition of a civil and/or criminal penalty for each violation.
G6.0
U.S. Export Control Requirements (July 2015) 
SUBCONTRACTOR shall comply with all U.S. export control laws and regulations, including the provisions of the Export Administration Act of 1979 and the U.S. Export Administration Regulations (15 C.F.R. 730-774) promulgated thereunder, the U.S. Department of Energy’s export regulations (10 C.F.R. Part 810), the Arms Export Control Act, the International Traffic in Arms Regulations, and the sanctions and laws administered by the U.S. Treasury Department, Office of Foreign Assets Control (OFAC).
SUBCONTRACTOR acknowledges that these statutes and regulations impose restrictions on the import and export to foreign countries and foreign nationals of certain categories of items and data and that licenses from the U.S. Department of Energy, U.S. Department of Commerce, U.S. State Department and/or OFAC may be required before such items or data can be disclosed, and that such licenses may impose further restrictions on use of and further disclosure of such data.
SUBCONTRACTOR further acknowledges that the information which CONTRACTOR may disclose to SUBCONTRACTOR pursuant to the Subcontract may be subject to these statutes and regulations.
G7.0
Cyber Information Security (July 2015) 
These requirements apply to any information system or network that SUBCONTRACTOR may use to collect, create, process, transmit, store or disseminate information for CONTRACTOR. Unless specifically waived, CONTRACTOR retains ownership of the data that SUBCONTRACTOR may utilize in performance of this subcontract. Regardless of the performer of the work, SUBCONTRACTOR shall ensure compliance with the provisions of this section.

7.1
LANL Data Owner Responsibilities 
7.1.1
Informing the SUBCONTRACTOR
The LANL Data Owner(s) will inform the SUBCONTRACTOR of the sensitivity and classification of data that may be utilized in performance of this subcontract. 
7.2.1
Specifying Protection Requirements

The LANL Cyber Information Security Office will specify information protection requirements detailed in the Information System Security Plan (ISSP) appropriate to the sensitivity/classification of all data SUBCONTRACTOR may utilize in performance of this subcontract.
7.2
Subcontract Worker Responsibilities 

7.2.1
Data Sensitivity Determination

Subcontract workers shall ensure that the LANL Data Owner has specified the data sensitivity and/or classification of all data that will be collected, created, processed, transmitted, stored or disseminated by SUBCONTRACTOR. SUBCONTRACTOR shall ensure its workers are knowledgeable of the data classification associated with this subcontract. 
7.2.2
Approvals

Subcontract workers shall obtain specific approval from the LANL Office of the Chief Information Officer (OCIO) prior to connecting any equipment owned or acquired by SUBCONTRACTOR to any LANL network, with the coordination of the STR/Ad/STR.

7.2.3
Accountability

Subcontract workers shall be accountable for their actions on an information system.

7.2.4
Acknowledge Responsibilities

Subcontract workers shall acknowledge their responsibilities for protecting information systems and electronic information and for complying with any system-specific rules of use. Acknowledgement will be captured during the Initial Information Security Briefing. 
7.2.5
Ensure Control of Media

Subcontract workers shall ensure that system media and system output are properly classified, marked, controlled and stored.

7.2.6
Follow the Rules and Regulations

Subcontract workers shall follow rules and regulations governing the secure operation and authorized use of information systems detailed in this Exhibit G Security Requirements.
7.2.7
Periodic Assessments

Subcontract workers shall submit at the discretion of the LANL OCIO to a periodic assessment to be performed by the LANL Data Owner as to the effectiveness of the information protection mechanisms identified that are implemented by SUBCONTRACTOR.

7.2.8
Non-Disclosure

Subcontract workers shall not disclose LANL data collected, created, processed, transmitted, stored, or disseminated by SUBCONTRACTOR in performance of this subcontract, unless each case of such disclosure is specifically approved by the LANL Data Owner and the CA/PS.

7.2.9
Media Control and Destruction

7.2.9.1
Subcontract workers shall contact the LANL OCSR or ISSO and STR/AdSTR when information storage media (such as hard drives, removable storage media or non-volatile memory devices) is no longer needed or required for this subcontract. 

· The decision whether to clear, sanitize and destroy the unclassified storage media shall be made by the LANL OCSR or ISSO; 

· Coordinate with the LANL OCSR or ISSO for the destruction of non-classified CDs, DVDs, or flash drives etc., and the handling, marking and destruction of classified CDs, DVDs or flash drives etc.;

· All classified media shall be brought into accountability and destroyed.

7.2.9.2
Subcontract workers shall ensure LANL data utilized in the performance of this subcontract is not used for any other purpose that has not been specifically approved by the LANL Data Owner, including testing of new systems or applications or demonstrations of software or systems for the purpose of marketing the SUBCONTRACTOR’S skills or services to customers other than LANL.

7.2.10
Non-Government Owned Classified Systems
Subcontract workers shall ensure any subcontractor activity that involves processing LANL classified information using a non-government owned information system be documented and approved by the LANL OCIO before access is granted.

7.3
On-site LANL System access and General LANL Data Access Requirements  
As a minimum, SUBCONTRACTOR shall comply with the following requirements regarding all levels of LANL data (classified and unclassified) and PII: 

7.3.1
System Certification for Controlled Unclassified Information.
If SUBCONTRACTOR will be processing LANL Controlled Unclassified Information (PII, UCI, UCNI, or other sensitive unclassified data) on SUBCONTRACTOR’S systems,a Subcontractor Cyber Security Plan is required.  


7.3.2
Non-Disclosure Agreement

If SUBCONTRACTOR will have access to LANL sensitive unclassified and/or classified information and data, SUBCONTRACTOR may be required to sign a Non-Disclosure Agreement, before access to data or information is granted by CONTRACTOR. 

7.3.3
Access Control Protections
Ensure that authentication mechanisms, including passwords, issued for the control of their access to information on information systems are not shared, are protected at the same level of protection applied to the information to which they permit access, and that any compromise or suspected compromise of an authenticator is reported to the appropriate ISSO or OCSR and STR/AdSTR.

7.3.4
Visual Protections
Protect terminals from unauthorized access as described in the appropriate Information System Security Plan (ISSP).
7.3.5
Personnel Background Screening

Subcontract workers, who will be granted access to LANL systems during the performance of this subcontract, will be required to undergo a LANL background security screening. 

7.3.6
Authentication Requirements on Subcontractor’s Systems
Utilize robust, preferably two-factor authentication when granting users access to the data SUBCONTRACTOR may utilize in performance of this subcontract.

7.3.7
Data Encryption

Utilize encryption, when specified by the LANL Cyber Information Security Office, performed by a product listed in the NIST Federal Information Processing Standard (FIPS) 140-2 validated products list (http://csrc.nist.gov/cryptval/).

7.3.8
Use of Least Privilege Principle
Grant user access to LANL data using the least privilege principle; which ensures that Subcontract Workers are granted only the access privileges absolutely necessary to accomplish the work specified by this subcontract.

7.3.9
Access to Classified Information
Ensure access to classified information is granted only to persons with the appropriate access authorization (clearance) and need-to-know in the performance of their duties under this subcontract. SUBCONTRACTOR’s access to the data is granted in terms of the Information System Security Plan (ISSP)
7.3.10
Access to Unclassified Information
Ensure access to unclassified information is granted only to persons who have a need-to-know for the information in the performance of their duties under this subcontract; 

7.4
Off-site Access to LANL Systems 
7.4.1
Remote users who do not process Controlled Unclassified Information may access LANL systems by fulfilling the following requirements. 

7.4.1.1
Access to LANL systems from Off-site

To obtain access to LANL systems from off-site, SUBCONTRACTOR shall: 

· Be approved to receive a CRYPTOCARD [Foreign Nationals must have approval from LANL Foreign Visits & Assignments before requesting a CRYPTOCARD]
7.4.1.2
Remote User Requirements 

SUBCONTRACT workers shall ensure the following operational controls are implemented: 

· Close the browser, cache and delete cookies before leaving the remote system;

· Ensure files from off-site systems have been examined for malicious content (e.g. anti-virus or anti-spyware) before introduction to a LANL information system;

· Ensure virus definition file on off-site computer is the most recent version; 

· Ensure any sensitive information that was transmitted to the remote system is protected per FIPS 140.2 by encrypted means;

· Classified information shall not be processed during remote access sessions and is prohibited on any computer that is not approved for classified processing. 
7.4.2
Violating remote access requirements outlined above may result in the loss of access to on-site, as well as off-site computing. Other actions may be taken up to and including removal of the Subcontract work from this subcontract.
7.5
Off-site Storage of LANL Controlled Unclassified Information on Subcontractor’s Systems N/A 
7.5.1
Approval Requirements 

SUBCONTRACTOR shall have approval from the LANL OCIO when storing and processing LANL sensitive and mandatory protected information on SUBCONTRACTOR’S systems. 

7.5.2
Certification of Protection Measures


LANL Cyber Information Security will confirm that the system’s protection measures have been correctly implemented in accordance with LANL’s information security planning process. 
7.6
Processing and/or Storage of LANS/LANL Data on Subcontractor managed systems 

7.6.1
If SUBCONTRACTOR manages IT systems that store or process LANL data on-site or off-site, subcontractor shall comply with requirements outlined in the following subsections. Off-site storage or processing of Federal and LANS data are defined in NIST SP 800/145 as any connection that involves delivering host services over the Internet.   

7.6.2
Qualification and Validation

SUBCONTRACTORS shall comply with the following regulations and requirements:

· National Institute of Science Technology (NIST 800-53) found at http://csrc.nist.gov/publications/PubsSPs.html or FedRAMP certification (http://www.fedramp.gov) are the preferred methodology of establishing and confirming security controls.

· If the Subcontractor does not adhere to NIST/FedRAMP standards, an industry recognized equivalency protection methodology may be used. Examples of equivalencies include but are not limited to SSAE-16, HIPAA, EU Safe Harbor, ISO 27017, etc.

· Equivalencies should clearly address how the subcontractor protects the system and LANL data for the OWASP Top 10 Security Risks (https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project) Matrices of cloud controls and certifications/standards can be found on the Cloud Security Alliance’s Cloud Controls Matrix (https://cloudsecurityalliance.org/) and on the Cloud Standards Customer Council’s Cloud Security Standards (http://cloud-council.org/). 

· The LANL ISSM must approve equivalent protection methodology.

· LANL may require artifacts verifying that the SUBCONTRACTOR adheres to the security methodologies.

· Examples of these artifacts include but are not limited to FedRAMP certification, SOC-1,2,3 reports, official letters from third-party security auditors, etc.

· Artifacts will be required for the processing or storage of any Controlled Unclassified Information (CUI) or Classified information or any other system characterized by LANL as a Moderate Information System using standards established in Federal Information Processing Standard (FIPS) Publication 199 found at http://csrc.nist.gov/publications/PubsFIPS.html
For questions, contact cybersecurity@lanl.gov.
Compliance with these requirements shall be verified by the LANL OCIO.

7.6.3
Certification and Accreditation

SUBCONTRACTOR shall be accredited before processing classified and unclassified information on their systems.  The LANL OCIO shall approve the use of non-government owned information systems prior to processing LANL information.
SUBCONTRACTOR shall develop, with the assistance of the LANL Information Cyber Security Office, the following plans. These plans must be approved by LANL Cyber Information Security prior to subcontract award. 

If SUBCONTRACTOR is already federally authorized or industry tested and authorized for unclassified data, additional certification or accreditation may not be required. 
Supporting documentation will still be required. Templates will be provided by the LANL OCIO. 

· Security Assessment Report System Security Plan or equivalent

· IT System Configuration Plan

· IT System Contingency Planning with Business Impact Analysis
· Plans of Action and Milestones
· Continuous Monitoring Plan

· Results of Penetration Testing

· Privacy Impact Assessment (PIA) (if LANL/LANS PII is going to be stored)

· Interconnection Agreements/Service Level Agreements/Memorandum of Agreements

· FedRAMP Test Procedures and Results 

· FedRAMP Control Tailoring Workbook

· Control of Implementation Summary Table 

SUBCONTRACTOR shall provide results of annual security control test results to the LANL Information Cyber Security Office. The annual security control test shall include:

· Copies of annual assessment reports

· Copies of Business Impact Analysis and IT Contingency Plan; annual test reports

· Copies of annual vulnerability assessments 

A list of the control tests required can be found at http://www.lanl.gov/resources/_assets/docs/Exhibit-G/nist-800-53.pdf.
7.8
Consequences of Noncompliance.
Failure of SUBCONTRACTOR to comply with the requirements of this Exhibit G Cyber Security may result in the imposition of a criminal and/or civil penalty.  Activities on LANL systems are monitored and recorded and subject to audit. Use of LANL systems and data is expressed consent to such monitoring and recording. Any unauthorized access or use of LANL systems and data is prohibited and could subject the SUBCONTRACTOR to criminal and civil penalties. 

G8.0
Contacts (July 2015).
	Name
	Telephone
	Email

	OCIO/Cyber Security Office 
	505-665-1795
	

	Foreign Visits and Assignments
	505-665-1572
	

	Immigration Services
	505-667-8650
	

	Security Incident Team (SIT)
	505-665-3505
	

	Protective Force After Hours Reporting (Central Alarm Station)
	505-665-7708
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